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The profile of automation, and now AI, has been raised massively by the strides in capability seen in generative AI over the last couple of years.
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							Wherever you are on your journey, Daisy and our expert partners can help you realise the value.

Find out more here.
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			Service Integration and Management (SIAM)
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			End User Service Desk
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	 Cyber Security


                  Safeguarding your business in an ever-changing threat landscape
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Improve your security posture with Daisy. Our security portfolio is structured to help you effectively discover, prevent, and respond to security threats and build a layered security strategy that fits your business. Our expert Security Operations Centre (SOC) provides innovative security solutions designed to protect against the complex cyber attacks that hybrid IT environments now face. Plus, with the recent acquisition of leading security specialists ECSC (July 2023) we can provide complete end-to-end protection and resilience.
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Network Security

	Next-Generation Firewalls
	DDoS Protection
	Secure Access Service Edge (SASE)
	Network Access Control






Cloud & User Security

	Email Security
	Multi-Factor Authentication
	Identity & Access Management
	Azure Security
	Security Awareness Training
	Compliance Management






Managed Detection & Response

	Endpoint Detection & Response
	Security Information & Event Management (SIEM)
	Vulnerability Management
	Incident Response






Security Assurance

	Cyber Security Review
	Penetration Testing
	Cyber Essentials
	PCI DSS
	ISO 27001
	Virtual CISO






Product Supply & Licensing

Easy, low-cost product supply, from laptops to servers. Plus desktop services, licencing, lifecycle management and finance options.



        




Support & Managed Services

We provide a tailored suite of support and managed services for both new solutions and existing environments.








No business is safe from data breaches and cyber security hacks, our Security Operations Centre (SOC) helps you stay one step ahead of cyber threats.

Join Lyndsey Charlton, our Chief Operating Officer and Nathan Allison, Head of Security Operations while they take you on a journey through our Security Operations Centre (SOC).
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 Why is cyber security important?


Cyber security is about protecting your network, your data, your customers and your reputation. The financial and reputational damage caused by data loss and downtime can have a huge, even devastating impact. Our modern business world is dynamic, complex and continually evolving. So are the security threats associated with conducting business and interacting with the world online. It is now a common belief that it’s not “if” but “when” you will face a cyber attack – no organisation is immune. This means that your security strategy needs to be robust, multi-layered and able to evolve to keep you up to date with the risks that you face. Cyber security is not just important, it is essential.






 What do all the security acronyms and terminology mean?



View acronyms


×
	Terminology	Explanation
	Intrusion Prevention System (IPS)	IPS is a network security and threat prevention technology which detects and prevents vulnerability exploits. These intrusion attempts are often aimed at exploiting known and unknown vulnerabilities in server or applications and can lead to a data breach if left unchecked. Once detected, the IPS will drop the traffic and block the malicious source, protecting the environment. IPS is often deployed either integrated with or just behind the firewall to provide maximum coverage from external threats.
	Intrusion Detection System (IDS)	Similar to IPS, however, once an intrusion attempt is detected the IDS sensor sends an alert to allow a security analyst to investigate. When the technology was first released IDS was common due to a high number of false positives but now detection is intelligent enough to confidently block, so IDS is less common and only used in highly sensitive locations.
	General Data Protection Regulation (GDPR)	GDPR is a European law introduced in May 2018 aimed at ensuring data protection and privacy for all individuals in Europe. All organisations which are either “controllers” or “processors” of personal data are required to carefully document and protect that data. Should a data breach occur organisations are required to disclose the breach within 72 hours of becoming aware of the incident. Failure to comply with GDPR regulations may incur a fine of up to 4% of global turnover or €20m, whichever is higher.
	Two/Multi-Factor Authentication (2FA or MFA)	MFA is a system which requires multiple sets of credentials before granting access to a system or application. Frequently used on remote access VPNs, MFA often requires a user to enter a number sequence from either a physical token (known as a “hard token”) or from an application on a mobile device (known as a “soft token”). Users, therefore, need to provide who they are (username), what they know (password) and what they have (MFA token)
	Virtual Private Network (VPN)	A VPN is a method of connecting a remote network or device to the corporate environment in a secure, encrypted manner. The main two types of VPNs are site-to-site VPNs and remote access VPNs.
	Remote Access VPN	Allows secure remote connectivity to a corporate network using a configuration or application on the user’s device. Recommended to be used with MFA to ensure the device hasn’t been stolen or compromised.
	Phishing	An attempt by a nefarious third party to obtain user credentials, often by impersonation of a legitimate individual or organisation. Phishing attempts are often made via legitimate looking email and are one of the most frequent causes of breaches.
	Security information and event management (SIEM)	An application capable of gathering security information from across the organisation’s infrastructure in order to log and correlate suspicious behaviour. When suspicious activity is detected an alert will be generated for a security analyst to investigate. SIEM platforms are key in security operations due to the high quantity of logs generated by modern systems.
	Anti-Virus	Software installed on server and endpoints aimed at preventing viruses and malware from exploiting the device. Typically signature based, relying on viruses to be detected globally and the signatures downloaded before providing protection
	Endpoint Protection	Considered the “next generation” of anti-virus, endpoint protection focuses on locking down the exploits which can be exploited by viruses and malware, providing enhanced protection against zero-day and advanced threats.
	Botnet	A network of compromised machine used for malicious activity. Once malicious actors gain control over a number of hosts, these compromised machines can be combined into a  network to attack or disrupt the operations of a target. Botnets can be used for spreading viruses, sending spam or creating a DDoS attack.
	Distributed Denial of Service (DDoS)	Denial of Service (DoS) attacks involve overloading a server or application with illegitimate requests so it cannot continue to serve legitimate users. Distributed DoS attacks use botnets scattered across the world to accomplish their goals. Since DDoS attacks typically saturate the network as well as the server, it is best to mitigate them within the network provider’ infrastructure rather than at the organisation’s edge.
	Ransomware	Recently seen with the well publicised WannaCry malware, Ransomware attempts to encrypt all the files on the device, then offer to decrypt the files if a ransom is paid, typically in cryptocurrency such as Bitcoin. Ransomware is typically delivered via email.
	Cryptocurrency	A cryptocurrency is a digital or virtual currency designed to work as a medium of exchange just like other currencies we are all familiar with. It uses cryptography to secure and verify transactions as well as to control the creation of new units of a particular cryptocurrency.
	Spoofing	In the context of network security, a spoofing attack is a situation in which a person or program successfully masquerades as another by falsifying data, to gain an illegitimate advantage.













 What security threats should I be most concerned about?


Ironically, the biggest threat comes from your own employees. Many are poorly-trained in security and do not know how to use web and email safely which can result in phishing, ransomware and data privacy issues. WannaCry was a good example of how devastating a ransomware attack can be to organisations both large and small. Phishing is becoming more sophisticated, with many attacks targeted at siphoning funds from business bank accounts. Also, GDPR has become very relevant and we’ve already seen mistakes being made by employees accidently sharing personal information. To mitigate these risks it is important to have quality web and email protection in place, plus educate your users on policies and cyber awareness.






 Am I doing enough to ensure my organisation’s security?


Unfortunately it seems that organisations can never do enough on security. Limited budgets mean resources must be concentrated in the right places. User education can often see the best return on investment, but also focus on getting some of the basics right such as firewall, anti-virus and regular patching.






 What should I be doing about GDPR?


It’s not too late to become compliant but a “GDPR-beater” product doesn’t exist. A good starting point is an audit of your current status to help identify the areas which should be of focus moving forward. Daisy’s GDPR Check and Protect service starts with an assessment with a sample of your data analysed for free and a report that makes key recommendations.






 How concerned should I be about keeping my infrastructure up to date?


Patching is commonly overlooked and can have grave consequences if handled incorrectly. A good example is the WannaCry attack; the vulnerability it exploited in Windows had been patched months earlier but hadn’t been applied to a large number of devices. The best solution is to use automation to deliver patching as quickly as possible, plus deploy other layers of defence such as Endpoint Protection and Anti-Malware to ensure you are protected in the window before your patches are applied. If you are struggling to keep on top of patching then partnering with a managed service provider can be beneficial to allow you to concentrate on other strategic tasks.






 What emerging/future threats should I be aware of?


That’s the hard part – the threat landscape is constantly evolving so there is no way to avoid a future breach. Generally it’s important to operate in a way that enables you to react to cyber events in an agile manner, so planning ahead, working through scenarios and understanding your environment are critical – the “discovery” phase of your security strategy. We don’t know where the next threat may come from, however when it does, the organisations that suffer most are those that take the longest to respond. By being in a position to react quickly, the impact can be minimised.






 What should my response plan be in the event of a data breach?


To maximise your chance of surviving a data breach, understanding, planning and testing are essential. Firstly understand what data you have, how it’s used and where it’s stored. This will allow you to develop both a technical and business response. The technical response covers closing the breach and isolating affected data and systems, stopping further breaches, analysing and understanding what happened and implementing the recovery plans. The business response covers the regulatory, customer, stakeholder and PR responses.In the cyber security world, a common belief is that there are two types of organisations: those who have been breached, and those who don’t yet know they’ve been breached. It really is not a matter of “if” but “when”, so to be thinking ahead and planning your response plan to a breach is imperative. It is important that your cyber response plans have board level engagement and you should also be aware of laws governing the organisation’s obligation to disclose a data breach, such as those outlined in the GDPR regulations.







 Can’t find the answer you’re looking for? Why not send your question to our experts.
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          “Daisy brought us in-depth knowledge of protocols, equipment and network design, wrapped in a very professional methodology. We now have the core networking infrastructure that the business needs to move forward, and we continue to rely on our partner Scalable as our network continues to evolve within a very fluid environment.” 

            Lauraine Turner, IT Director at Condé Nast Publications Ltd READ FULL CASE STUDY
SEE ALL CASE STUDIES
        






      



  
    
  
	Cyber Security tailored to your business

             
            We’re able to ensure that our corporate customers have the best levels of defence and mitigation against attacks of all kinds. Delivering our own solutions and working with the industry’s leading security vendors gives you peace of mind that we can support you end to end.

Our wealth of experience in IT service delivery and communications means we understand the variety and complexity of customer environments. That same industry knowledge allows us to rapidly evaluate and remediate security challenges in the modern workplace.
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Cyber Security 101: Ransomware
Ransomware continues to be one of the biggest threats to all organisations and shows no signs of going away any time soon. In fact, 66%...
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Our Security Operations Centre (SOC)
No business is safe from data breaches and cyber security hacks, our Security Operations Centre (SOC) helps you stay one step ahead of cyber...
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Cyber Security 101: Security Information and Event Management (SIEM)
Our team of experts has carefully curated an overview of best practices, tips and solutions for building a future-proof Security Information and Event Management...
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Cyber Security 101: Vulnerability Management
Our team of experts has carefully curated an overview of best practices, tips and solutions for building a future-proof vulnerability management programme. An Overview...
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Navigating the Cyber Security Landscape: 6 Benefits of Cyber Essentials and Cyber Essentials+
Cyber threats are akin to turbulent waters, safeguarding your organisation’s security, trust, and competitive edge is paramount. Just as a sailor relies on a...
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Three Things You Should Look For in a Firewall
We look at three things your business’ firewall absolutely must deliver to keep you covered. As the first line of defence in your business...



	






 

    
        
            
                Working with the best to deliver the best
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					Talk to one of our specialists.
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  We use cookies to optimise site functionality and give you the best possible experience.

You can find out more about which cookies we are using in our Privacy and Cookie Policy.
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